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Legal information 
Warning notice system 

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent 
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert 
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are 
graded according to the degree of danger. 

 DANGER 
indicates that death or severe personal injury will result if proper precautions are not taken. 

 WARNING 
indicates that death or severe personal injury may result if proper precautions are not taken. 

 CAUTION 
indicates that minor personal injury can result if proper precautions are not taken. 

 NOTICE 
indicates that property damage can result if proper precautions are not taken. 

If more than one degree of danger is present, the warning notice representing the highest degree of danger will 
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to 
property damage. 

Qualified Personnel 
The product/system described in this documentation may be operated only by personnel qualified for the specific 
task in accordance with the relevant documentation, in particular its warning notices and safety instructions. 
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and 
avoiding potential hazards when working with these products/systems. 

Proper use of Siemens products 
Note the following: 

 WARNING 
Siemens products may only be used for the applications described in the catalog and in the relevant technical 
documentation. If products and components from other manufacturers are used, these must be recommended 
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and 
maintenance are required to ensure that the products operate safely and without any problems. The permissible 
ambient conditions must be complied with. The information in the relevant documentation must be observed. 

Trademarks 
All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication 
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner. 

Disclaimer of Liability 
We have reviewed the contents of this publication to ensure consistency with the hardware and software 
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the 
information in this publication is reviewed regularly and any necessary corrections are included in subsequent 
editions. 
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About this Document 1 
 

This document provides instructions to install:  
• SITRANS serve IQ 
• Additional software components like Docker and Keycloak 
• Siemens Automation License Manager. 
It includes: 
• Instructions how to add and manage users 
• Configuration of connections to IMAP and SCADA systems (via standard interface IEC 

60870-5-104) 
• Recommendation of security and firewall setting 
Always check on the Siemens Industry Online Support (SIOS) for newest Information, 
including FAQ section: https://www.siemens.com/SIOS/sitransserveiq 
(https://www.siemens.com/SIOS/sitransserveiq) 
We recommend that you align with your IT department prior to installation. 
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1.1 Introduction 
Remote sensors in the field either feature their own wireless communication module and 
send their measurement and status data directly via the mobile network (e.g. MAG 8000 
3G/4G) – or are connected to an RTU30xxc (preferably Modbus, alternatively 4..20 mA/HART), 
which then sends the data via the mobile network. In both cases, the process data, alarms 
and status indicators are included in csv-files which are being sent via email to a designated 
customer email-account.  
SITRANS serve IQ is an on-premises application which downloads the emails, extracts the 
information, and stores it locally.  
The data can be visualized in trends and tables via web browser. In addition, warnings and 
alarms can be defined in SITRANS serve IQ to inform of threshold violations, based on the 
data received. Furthermore, data can be downloaded.  
SITRANS serve IQ is available in English and German only. 
Optionally,  
• the measurement data can be sent to SCADA via IEC 60870-5-104 telemetry protocol 

commonly found in the water and power industries. 
• the SITRANS serve IQ can be accessed from the Internet. Note: additional IT security 

measures are recommended. Due to licencing constraints, access to serve IQ must strictly 
be limited to the organization holding the licenses. 

 
Figure 1-1 SITRANS serve IQ - System architecture 
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1.2 Software architecture and components 
The solution consists of: 
• The hardware and network: 

– The solution SITRANS serve IQ runs on a dedicated hardware. We recommend a 
Siemens industry pc IPC427E Microbox PC. 

– The IPC must be connected to the Internet and must be protected from the Internet 
with a dedicated firewall (e.g. SCALANCE S615) 

– In case that you fully utilize the system, including access from the Intranet and 
backend-connection to the Scada Systems: 
a) a fixed IP address or registered domain 
b) additional measures for ensuring proper IT security, see Configuration of 
firewall/Router settings (Page 32). 
c) further IT security measures to allow data communication to the specified SCADA 
system (e.g. additional firewall). 

• The software 
– Underlying the software is is the operating system Windows 10 IoT Enterprise 2019 

LTSC (including its features Hyper-V and Container) 
– Docker, which creates a runtime environment on the designated drives 
– An application ‘Keycloak’ to manage user rights and grant access rights to the 

software 
– The software SITRANS serve IQ {SsIQ). SsIQ is an application that always runs in the 

background. 
– The Automation License Manager ALM to transfer required licenses 
– A standard browser (recommended: Google Chrome) to access the software SITRANS 

serve IQ (SsIQ). Note: even if the user is on the very same IPC, access to SsIQ will be via 
the browser. 

Also, to provide remote support, customers may choose to install a respective software like 
SINEMA Remote Connect. 
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Figure 1-2 SITRANS serve IQ - software architecture 

A complete list of the used Open-Source-Software, you will find in the ‘OSS Readme for 
SITRANS serve IQ’ under https://www.siemens.com/SIOS/sitransserveiq 
(https://www.siemens.com/SIOS/sitransserveiq) 
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Prerequisites for installing SITRANS serve IQ 2 
2.1 Data sources: SITRANS MAG 8000 and SIMATIC RTU 

SITRANS serve IQ application is compatible with the following devices: 
• SITRANS F M MAG8000 with a wireless communication module (WCM) for 3G/UMTS* 
• SIMATIC RTU30xxC 
  
*the 3G module is downward compatible with the 2G network. A 4G version is in 
preparation.  
 
At the place of installation, a sufficient mobile phone coverage is required. Please refer to the 
respective manuals for further information and additionally required items like e.g. SIM Cards 
for data traffic. The WCM and the RTU can be programmed with different frequencies to a) 
capture a data point from the connected sensors and to b) send the captured data via the 
mobile phone network. We recommend:  
• to capture at least once an hour a measurement value from the sensors. Customers often 

choose 5 to 15 min intervals of capturing data. A higher capture rate of measurements 
will influence battery life. 

• to configure the devices (the WCM / the RTU) to send the emails with data - files to that 
email account, from which SITRANS serve IQ is downloading the data. We recommend 
sending data at least daily. In case of crucial and time critical measurement points, the 
interval of sending emails could be reduced to once an hour or even less. Please note, that 
alarms defined in SITRANS serve IQ will only react to data that has been received via email 
by SITRANS serve IQ. Increased sending of emails will influence battery life. 
 

  Note 
Settings of a MAG 8000 
• The prefix of the csv file name must be set to "MAG8000" (default value) in the 

wireless module, otherwise the csv files attached in the email can't be recognized by 
SITRANS serve IQ. 

• The subject of the emails sent by the MAG 8000 must be set to: "MAG8000: 
12345H789" (where the Serial Number of the device is 12345H789) 

• The local time zone setting should be set to 0, i.e. UTC time in the wireless module. 
Current versions of the SITRANS serve IQ will assume the data-stamps to be in UTC and 
convert time-stamps to the time-zone settings in the IPC.  

Please refer to the Operating Instructions of 3G/UMTS module for the setting details.   
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  Note 
Settings of an RTU 
• The correct allocation of data in SITRANS serve IQ depends on the proper naming of 

the log-filenames (csv-files), sent by the RTU. Only the first 3 digits of the log 
filename of the attachment in the email from the RTU3000 are used to distinguish the 
data sources. Hence it is crucial, that you select these first 3 digits well and do not 
allocate the same to another RTU, that is sending its data to the same mailaccount. 

• The local time zone setting should be set to 0, i.e. UTC time in the wireless module. 
Current versions of the SITRANS serve IQ will assume the data-stamps to be in UTC and 
convert time-stamps to the time-zone settings in the IPC. 

Please refer to the Operating Instructions of the RTU for the setting details.   

 Ideally, before installing SITRANS serve IQ, some emails with data have been sent and are 
available in the Mailbox for proper testing of successful installation. 

2.2 Email account used for receiving emails with data 
SITRANS serve IQ can only be connected to an email account based on IMAP protocol. The 
credentials must be available during commissioning.  
We recommend using a dedicated email account for each SITRAN serve IQ installation and 
using it only for data connection. The email account shall not contain any personal 
information.    
It is advised to use proper mailboxes settings for receiving mails with data. Activate anti-virus 
mechanism & monitor the email traffic actively.  
Provider of email services are increasingly using two-factor-authentification for granting 
access to the respective mailbox and are considering simple log-ins with username and 
password as 'less secure'. For SITRANS serve IQ to still be able to connect, you need to enable 
'access by less secure apps'. See example below. Likewise, if SITRANS serve IQ was 
disconnected for some time from the mailbox (e.g. a week), you might need to re-activate 
the 'less secure access'.  
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 Note 
 Notes on data authentication 
SITRANS serve IQ identifies emails with data only by the serial number (MAG) or first three 
digits (RTU) of the attachment, there is no mechanism to authenticate devices resp. email 
accounts sending data. Therefore, it is recommended to white-list known sending devices 
(some customers apply multiple mailboxes): 
1. Mailbox 1 will receive all emails. In addition, it features a ‘white-list’ of all known sender-

emails, that are entitled to send data to SITRANS serve IQ. Only emails coming from these 
senders are being forwarded to the 2nd Mailbox. 

2. Mailbox 2 will only accept emails forwarded from the 1st Mailbox. SITRANS serve IQ will 
access and download only from this 2nd Mailbox. 

 

 

2.3 Industry PC: hardware and software requirements 
Hardware Requirements  
We recommend installing SITRANS serve IQ on a standalone SIMATIC IPC (IPC 427E Microbox 
PC, MLFB 6AG4141-5AC05-0GA0 or 6AG4141-7AC06-0GA0).  
We recommend 16 GB of RAM and 450 GB SSD, i5 processor or higher, minimal configuration 
is 8GB RAM and 250GB HDD.  
Software Requirements  
The software requirements for installing SITRANS serve IQ are:  
• Microsoft Windows 10 IoT Enterprise 2019 LTSC with support for 'Hyper-V' and 'Containers' 

features 
• Google Chrome™ web browser (version 67 or later) 
• SITRANS serve IQ installation software with valid license(s) 
• Internet access to OpenStreetMap server 
• Access to an email account that supports IMAP protocol  
SITRANS serve IQ is only tested on SIMATIC IPC. The proper functioning of SITRANS serve IQ 
will not be guaranteed if it is installed on PCs other than specified stand-alone SIMATIC IPC. 

 

 Note 
Running SITRANS serve IQ on virtual machines 
There are reports that SITRANS serve IQ is running successfully on virtual machines. As 
SIEMENS has not fully system tested this approach, we are unable to guarantee full 
functioning of SITRANS serve IQ system though. 
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2.4 Preparation of the hardware (IPC) 
The PC should not go to sleep or hibernate while the SITRANS serve IQ is running, since 
putting Windows 10 to sleep could disturb the application in the docker container. Therefore, 
the value of "Sleep after" and "Hibernate after" in Power Options in Control Panel should be 
set to "Never". 

 
Fast Startup feature in Windows 10 should be disabled to guarantee the required resources is 
properly loaded during system reboot. Please uncheck the box "Turn on fast startup 
(recommended)" in Shutdown settings. Also, disable any option that might put the computer 
to sleep. 
If you would like to power down the computer, first log out of SITRANS serve IQ. Then run the 
script "stop SITRANS serve IQ". After that, you may power down your computer. We 
recommend to always power it down entirely. Don't use hibernate or sleep mode and choose 
the respective settings accordingly (see picture below). 
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2.5 Windows 10 settings: activation of Hyper-V and Container 
Hyper-V and Container features in Windows 10 are required to install SITRANS serve IQ. 

Installation 
Before you begin, ensure you have administrator rights on the PC/Server for installing 
SITRANS serve IQ, with a strong password. When installing, always execute ‘run as 
administrator’.  
To launch Hyper-V service for virtual machine: 
• Click the Start icon and type Turn windows features on or off. 
• On the Turn windows features on or off screen, select all Hyper-V and Container check 

boxes. 
• Click OK. The computer restarts. 
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Change the Location of the Hyper-V Service    
Virtual Machine Disks of Hyper-V must be installed on the same drive as the SITRANS serve IQ 
application. As the Windows operating system is normally installed on the C: drive, it is 
recommended to install on drive C as well. 
To change the location of the Hyper-V service: 
• Click the Start icon and type Hyper-V. 
• Click Hyper-V Manager from the results to launch the console. 
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• Click Hyper-V Settings, and a new window "Hyper-V Settings" will pop up. Check if the 
folder of Virtual Hard Disks is pointing to a specified folder on drive C: (for instance, 
C:Hyper-V), where SITRANS serve IQ will be or is installed, and click OK. 
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Installation of software including SITRANS serve 
IQ 3 
3.1 Accessing the installer software 

SITRANS serve IQ is available in two forms: on a USB stick or as OSD (Online software 
delivery).  
• USB delivery: Connect the USB stick containing the SITRANS serve IQ installation package 

and licenses to the PC. 
• OSD: Follow the instruction as received by email and download the media folder 

containing installation package from the website. You might do this with another pc and 
transfer the downloads to the IPC with a USB stick. 

 

3.2 Starting the Installation 
 

 Note 
Ensure you have Internet access during SITRANS serve IQ installation. 

 

The Installer will install the software on the IPC. Among other, the following software will be 
installed:  
• SITRANS serve IQ 
• Keycloak 
• Siemens Automation License Manager 
• Docker (dedicated version, which was system tested with SITRANS serve IQ)   
 You can install the SITRANS serve IQ application by executing the following steps:  
• From the installation media, search for the ‘Start.exe’. (depending on the version, you 

might have to navigate to SEBU-SITRANS-serve-IQ.) 
• Right-click the Start.exe and select Run as Administrator to launch the installer. 
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• The installation wizard’s Welcome screen appears. 
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• On the General settings screen: 

 
• Select Installation language: English. Click Next. 
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• On the Configuration screen: 

 
• Select Siemens SITRANS serve IQ. 
• Ensure that the target directory is C (see picture above) and click Next. 
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  Note 
SITRANS serve IQ should be installed on the same drive as Hyper-V Virtual Hard Disks. 

Read the license terms. Select I accept all conditions of the listed license agreement(s) and 
I hereby confirm that I have read and understand the security information on the safe 
operation of the products. Then click Next. 

 
Read the terms and then select I accept the security and permissions settings on this 
computer. 
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• Optionally, select Save Report or Print Report to save or print the security report 

respectively. 
• Click Next. 
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• On the Overview screen, verify the installation settings and click Install to begin the 
installation. 
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• The installation begins and progress is shown. 

 

  Note 
A Docker engine version will be installed with SITRANS serve IQ package. If you see a pop-
up window ‘A new version of Docker is available’, select Skip this version. Do not update 
to newer versions of Docker. 
Though we are continuously testing the newest available software versions and are 
providing these with the installation, there might be a time delay until we have performed 
all tests. 
 Please check on the Siemens Industry Online Support (SIOS) for newest Information 
(FAQ): https://www.siemens.com/SIOS/sitransserveiq 
(https://www.siemens.com/SIOS/sitransserveiq) 

• Reboot the computer to resume the installation. 
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• The installation will resume automatically after reboot. Press any key to continue will pop 
up twice to resume the setup. 
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• On the Summary screen: 

 
The 2nd reboot is required after the setup is completed. Click Restart to reboot the computer. 
On successful installation, five icons will appear on the desktop of the computer: 
• Start SITRANS serve IQ, 
• Stop SITRANS serve IQ, 
• Automation License Manager (ALM) 
• SITRANS IQ License activation 
• Docker Desktop. 

 
 

 Note 
Additional software is installed but has no separate icons (e.g. Keycloak) 
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3.3 Docker 
Docker is the mandatory environment, in which the SITRANS serve IQ application is running. 

 

 Note 
The actual screens might differ slightly. Please enter the information accordingly. 

 

 CAUTION 
Attention: Do not update docker to a newer version. 
Docker will ask you to upgrade to newer versions. These might differ in functionality and 
might require continuous updates to be activated. Therefore, do not update, but continue to 
use Docker with the software version as provided with the installation of SITRANS serve IQ. 

 

3.3.1 Start docker application 
Docker application must be started before running SITRANS serve IQ. To start the Docker 
application manually if it doesn't run automatically 
• Double-click Docker desktop icon on the desktop to launch Docker. The startup of Docker 

desktop may take about 2-3 minutes, depending on the computer's performance. A 
message Docker Desktop is running will pop up to indicate docker is ready 
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• A log-in with a Docker ID is not required. Please ignore the dialog box "Login with your 
Docker ID". 

• For information (not required for installation): Typing "docker ps -a" in the command will 
list all active docker containers (ps = "process status") 

 

 Note 
A message may appear asking the user to manually enable the shared drive (in case it was 
not configured yet). Refer to Configure Docker Shared Drives (Page 28). 

 

3.3.2 Configuration of docker 
To configure the Docker: 
• Navigate to the system tray, right-click the Docker icon and select Settings. 
• On the Settings screen, select General. It is recommended to 

– turn on:  Start Docker Desktop when you log in, 
– turn off: Automatically check for updates and Send usage statistics. 
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• Select Shared Drives.  
Ensure that the same drive is selected correctly as above: 
– drive C is shared when SITRANS serve IQ is installed on drive C. 

 
• On the window "Docker needs to access your computer’s filesystem", login as 

Administrator with your Windows credentials and click Ok. 
• On the Advanced screen, configure the CPU, Memory, Swap, Disk image size, and Disk 

image location values and then click Apply. 
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The recommended values are shown below: 
 
Parameter Recommended minimum values 
CPU Use all available CPU’s 
Memory 16 GB (or min 8 GB) 
Swap 2 GB of SWAP memory 
Disk image size At least 64 GB 
Hard disk 250 GB up to 450 GB, reserve 5 to 10% of disc 

capacity 
 

 

 Note 
IMPORTANT 
Do not commit the entire available disc space but leave ca. 5-10% free disc capacity. There 
have been observations, that if the entire disc space has been committed and was entirely 
used up, archiving of data is a challenge.  
 With free disc capacity available, you could increase the reserved hard disk and perform the 
data archive. In case of questions, please raise a support request on SIOS 
https://www.siemens.com/SIOS/sitransserveiq (https://www.siemens.com/SIOS/sitransserveiq) 

 

• Close the Settings window. 

3.4 Installing licenses 
The license keys are delivered with the SITRANS serve IQ installation package, either on an 
USB stick or online software delivery (OSD). The license keys can be transferred from the USB 
stick to the computer by drag-and-drop by using the Siemens Automation License Manager 
ALM. The license keys can also be installed via Web License Key Download in ALM.    

 

 Note 
Licenses are hidden files and can only be identified and moved with the Siemens ALM. 

 

Start ALM first and in a second step run the ‘SITRANS License activation’ 
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Add or move the required licenses to the drive where SITRANS serve IQ is installed. 
• For the software SITRANS serve IQ itself 
• For (additional) measurements to be added to SITRANS serve IQ 
• For IEC Communication (if not included with the SITRANS serve IQ license) 

 
Figure 3-1 View on Siemens ALM with multiple licenses 

Also use ALM to verify, which licenses are currently allocated to your system (the drive which 
has been shared with docker). 
For further details, please consult the SIMATIC Automation License Manager Programming 
and Operating Manual on Siemens Industry online Support 
https://support.industry.siemens.com/cs/start?lc=en-WW 
(https://support.industry.siemens.com/cs/start?lc=en-WW) 
 

 

 Note 
Each sending unit is consuming one measurement license. 
A sending unit could be either one (1) MAG 8000 3G/4G or one (1) RTU 30xxc. Even if there 
are multiple devices connected to a RTU, it still is counted as one sending unit. The same 
applies to a MAG 8000 3G/4G, that has a pressure transmitter connected to it - it still is 
counted as one sending unit. 

 



 

 SITRANS serve IQ Getting Started 
32 Getting Started, 10/2021, A5E47612806-AD 

Configuration of firewall/router settings 4 
4.1 Introduction: firewall/router settings 

Siemens recommends checking with your company’s IT-governance and IT security 
regulations with your IT department.   
Ensure that you consider any upcoming IT - threats as they become known   
It is strongly recommended that you install and maintain firewalls 
1.  between the internet and the IPC 
2. from the IPC to your SCADA system (in case you are using the IEC interface)   
We recommend keeping the IPC separated from your OT-network to minimize any risk of 
intrusion.    
This section describes the minimal settings to start using SITRANS serve IQ and gives an 
outlook on advanced secure approaches.   
For further support, please follow the general publications and consult 
https://www.siemens.com/SIOS/sitransserveiq (https://www.siemens.com/SIOS/sitransserveiq) 

4.2 Basic network and firewall configuration 
Basic configuration 
In this configuration, you enable SITRANS serve IQ to access  
• the email server with IMAP protocol 
• the Open-street-Map server   
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To configure Windows Defender firewall for SITRANS serve IQ to access the email server:  
1. Click the Start icon and type Windows Defender firewall with Advanced Security. Click 

Windows Defender firewall with Advanced Security from the results to launch the console. 

 
2. Right-click Inbound Rules and select New Rule. 
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3. On the New Inbound Rule Wizard screen, perform the following steps: 
– Under Rule Type, select Port and click Next. 
– Under Protocols and Ports, select TCP protocol and Specific local ports and type 993 in 

the input box. Click Next. 
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– Under Action, select Allow the Connection and click Next. 
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– Under Profile, ensure all the options are selected and click Next. 

 
– Under Name, in the Name input box enter SITRANS IMAP Inbound Rule and click Finish. 
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4. Right-click Outbound Rules and select New Rule. Repeat the procedure in step 3 to create 
SITRANS IMAP Outbound Rule. 
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4.3 Local access to SITRANS serve IQ 
We recommend running SITRANS serve IQ first without remote access from the internet. This 
section describes the configuration to access, as a user, SITRANS serve IQ on the IPC itself.  

 

 Note 
SITRANS serve IQ (SsIQ) is an web-application, which runs on the IPC. To access SsIQ, using a 
browser (Google Chrome), you need to edit the host file of your IPC. 

 

 
Figure 4-1 Local access to SITRANS serve IQ 

To access SITRANS serve IQ, edit the hosts file on your windows computer as following: 
• Click the Start button and type Notepad. Then Notepad Desktop App will be shown as best 

match. 
• Right-click Notepad App and click Run as an Administrator (running as an Administrator is 

mandatory). 
• Click File->Open in Notepad, and open file 'hosts' in the folder <Drive>: 

Windows/System32/drivers/etc. (If you are unable to see the file 'hosts', be sure that you 
did search for all files '*.*' .) 

• If you are running SITRANS serve IQ on the same IPC, enter the IP address of the local host: 
127.0.0.1, followed by the text string 'rms'. 
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• Save and close the host file. 

 

 Note 
It is possible to run SITRANS serve without remote access from the internet and accessing the 
application from your local intranet or only on the IPC itself. While enabling access to the 
email account and internet access for accessing StreetMap-server (see also section 4.1), you 
could set your firewall(s) to block all other internet traffic. 

 

4.4 Internet access to SITRANS serve IQ 
 

 Note 
The sections below are for advanced users, which requires you to be familiar with 
network configuration, firewalls, Docker and Keycloak. For first time users of SITRANS 
serve IQ, that are accessing SsIQ on the local IPC only, please continue with Starting the 
SITRANS serve IQ application (Page 52). 
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If you would like to access the SITRANS serve IQ from the Internet, you need to configure 
your network firewall(s) Docker and Keycloak accordingly. Some guidance is described in the 
sections below. 

 

 Note 
Due to design constraints, you either can access SITRANS serve IQ locally or via the 
(external) IP address. It is not possible to have access in parallel.  

 

 CAUTION 
Attention 
Before enabling any remote access, contact your IT department and align with your 
company’s IT-governance and IT security regulations.  
Ensure that you always consider potential threats from exposing access to SITRANS serve IQ 
from the internet and undertake respective measures. 

 

4.4.1 Access with an IP-address 
The Keycloak setting and the Docker setting must be revised depending on how you would 
like to access SITRANS serve IQ, i.e. accessing with a fixed IP address or domain name other 
than "rms".  

 
Figure 4-2 Firewall port access 

 

4.4.1.1 Firewall settings (port forwarding) 
Now SITRANS serve IQ can be remotely accessed by the specified IP address or by the 
specified domain name. 
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To be able to access SITRANS serve IQ remotely from the internet, the IPC with SITRANS serve 
IQ needs to be accessible from the internet. Prerequisite is, that the router that is acting as 
internet access point has a fixed internet protocol address and create respective rules in your 
router / firewall enabling port forwarding (e.g. https://83.151.142.14:8443/).  
In the example above, the remote call from the internet to the external IP-address 
83.151.142.14 with the port extension 8443 would then be rerouted to the IPC. This port 
forwarding requires additional settings in your router / firewall, like the network address 
translation (NAT) section Port Forwarding to ports 8443 and 8444. 

 
Please contact your IT department for support regarding the router / firewall settings in use 
within your company. 
 

4.4.1.2 Settings in Docker 
• Navigate to SITRANS serve IQ installation folder SITRANS serve IQ docker, right-click the 

docker-compose.yml file, and click Edit. 
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• Search for the # Dashboard field and replace the value of EXTERNAL_HOSTNAME and 
EXTERNAL_KEYCLOAK_HOSTNAME to the specific IP address or domain name, as shown 
below. 

 
For instance, if you would like to remotely access SITRANS serve IQ with the IP address 
2.108.64.158 or the domain name serveiq.net, the following changes shall be made.  
EXTERNAL_HOSTNAME=2.108.64.158 
EXTERNAL_KEYCLOAK_HOSTNAME=2.108.64.158 
or 
EXTERNAL_HOSTNAME=serveiq.net 
EXTERNAL_KEYCLOAK_HOSTNAME= serveiq.net 
• Save the changes and close the docker-compose.yml file. 
• Click the START SITRANS serve IQ icon to restart the SITRANS serve IQ program. 
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4.4.1.3 Settings in Keycloak 
Perform the following steps to access SITRANS serve IQ remotely with a specific IP address or 
a customized domain name. 
• Log in to Keycloak as admin. 
• Under the Configure tab, select Clients and click serveiq. 

 
• Replace the text string "rms" in the Valid Redirect URIs and Base URL fields with the specific 

IP address or domain name assigned to SITRANS Serve IQ. In the example above, the entry 
"https://83.151.142.14:8443/*" indicates + an IP address 83.151.142.14 + the port 
number (for port forwarding) is 8443. For a domain, you would enter the domain name 
accordingly e.g. use "https://serveiq.net:8443/*" 

 
• Click Save in the end of the menu. (Note: if instead of an IP address, you are using a local 

domain name e.g. 'rms', please enter 'https://rms:8443/*' or 'http://rms:8443/*'. When 
done, press 'Save' at the bottom of the page. 

  Note 
If instead of an external IP address, you are using a local domain name for local access, for 
example, 'rms', please ensure that the entries are 'https://rms:8443/*' or 
'http://rms:8443/*'.  

• Click the Stop SITRANS serve IQ icon to stop the SITRANS serve IQ program. 
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4.4.1.4 Self-issued certificates for encrypted https-communication 
• When accessing SITRANS serve IQ with an IP address or as a non-registered domain, it is 

advisable to create SSL-certificates yourself. This will enable you to use encrypted https -
communication when accessing SITRANS serve IQ instead of the simple, not-encrypted 
http communication 

 

 
As the self-created SSL certificates by default are not registered with a certification 
authority, a warning message (connection unsecure) will remain. 
Please contact your IT-department for support. 
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4.4.2 Internet access via domain 

4.4.2.1 Overview 
Alternatively, to a simple IP-address to access SITRANS serve IQ, you could create your specific 
domain (fictional example: https://sitransserveiq.customer.com:8443). To access computer’s 
IP-address via its domain, the principle applies: 

 
1. The router must set his IP address in a DynDNS provider (e.g. www.noip.com) under his 

name (set e.g. IP=151.231.10.211 at NOIP.com, under www.MyDomainName.com) and 
update the IP address after a change invoked by the internet provider 

2. The browser must seek the IP address of www.MyDomainName.com 
3. The DynDNS provider (www.noip.com) delivers the IP address: e.g. 151.231.10.211 
4. The browser uses this IP address automatically and reaches the router 

 

 Note 
IP-Ports are noted after a ":" after the domain name, e.g. https://www.MyDomainName:8443. 
In this example the IP-Port is 8443. 

 

 

4.4.2.2 Registration of domain and SSL from a Certification Authority 
To avoid the warning (see 4.2.2), you need to register your domain, obtain a SSL certificate 
and add this to your local instance of SITRANS serve IQ.  
The most common use of certificates is for HTTPS-based web sites. A web browser validates 
that an HTTPS web server is authentic, so that the user can feel secure that the interaction 
with the web site has no eavesdroppers and that the web site is who it claims to be. This 
security is important for sensitive data of a company. In practice, a web site administrator 
obtains a certificate by applying to a certificate authority (CA) with a certificate signing 
request (CSR). The certificate request is an electronic document that contains the web site 
name, company information and the public key. The certificate authority grants that 
certificate after certain investigations, thus producing a public certificate. The administrator 
must prove the ownership of the corresponding web site(s).  
There are two protocols that provide secure communications over a computer network: 
Secure Sockets Layer (SSL) and Transport Layer security (TLS).  
SSL is the term commonly used, and today usually refers to TLS. SSL/TLS provides data 
encryption, data integrity and authentication. This means a message encrypted with a public 
key can only be decrypted with the corresponding private key. The root certificate of the CA 
and end-entity certificate (e.g. for www.MyDomainName.com) can be considered as a chain 
of trust. 
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The root certificates from CA’s like www.GlobalSign.com are normally stored in the browser 
(e.g. Chrome). SSL Certificates can be classified into three types: 
• Domain Validation SSL 
• Organization Validation SSL 
• Extended Validation SSL 
In this manual, only domain validation certificates are considered, please align with your IT-
organization about the possibilities for further validation. 

 

 Note 
A Web site may also be configured with a self-signed certificate. The communication based 
on such a self-signed certificate is encrypted, however the authentication is not granted. In 
this case, clients will generally be unable to verify the certificate, and might terminate the 
connection unless certificate checking is disabled. 

 

Steps to register a domain and obtain an SSL certificate 

 
1. Request and order domain 

As mentioned above being owner of a domain is mandatory to get an SSL certificate. The 
best way to get a domain is to create an account at a registrar’s site first. The registrar in the 
example is www.strato.de - but could be any registrar.  
Choose for a free domain name, which fits your requests on your naming scheme and order 
it, without hosting a web server, just managing the name. In this example let’s expect, that 
the domain www.MyDomainName.com is available (not already used) and order it. 

2. Order an account at a provider  
The best way to get a DynDNS service is to create an account at a provider first. The provider 
in this example here is www.noip.com - but could be any provider. After login, order for 
example a so-called Plus Managed DNS product (make sure that the feature with TXT 
attribute is supported).  
Enter your domain name, e.g. www.MyDomainName.com. Follow the instructions during 
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online purchase, and information you are going to receive via Email.  
At the end of the process the DynDNS entry and the domain name build a tight relationship 
and allows the Certificate Authorization (CA) to check ownership and to grant a certificate 

3. Enter name server names for your domain  
You will receive an Email from DynDNS www.noip.com with four Name-Server names which 
must be entered at the domain registrar’s site accordingly. These names may look like: 
ns1.no-ip.com, ns2.no-ip.com, ns3.no-ip.com, ns4.no-ip.com 

4. Order SSL certificates  
You can start with this step in parallel with the first three ones. But for evaluating ownership 
of your domain www.MyDomainName.com all first three steps must be fully conducted. 
Please follow this process for ordering SSL certificates: 
– Create a so-called Certificate Signing Request (CSR) There are several tools available, 

e.g. openssl 
– Create an account at www.globalsign.com or any other Certificate Authority (CA) 
– Order a certificate according to your request, e.g. DomainSSL, Single-Domain-

Certificate, enter the complete content of your CSR, including ‘Begin / End New 
Certificate Request’ 

– The complete process is started. Follow instructions from Web site and/or Emails. 
5. Make the SSL certificate available 

Copy the certificate as plain text in a file TLS.cer, which was created with notepad.exe and 
store it together with the key file (renamed to TLS.Key) in the appropriate directory. 
 

Example:  
In an Email you will receive from www.GlobalSign.com you may find information like this.  
• Upload an HTML or text file to the domain(s) under the "/.well-known/pki-validation" 

directory, with the random value "vQ0MHMfS+/xxxxxxxxxxxxxxxxx=" and then send us the 
link. This random value expires in 30 days. Please make sure that the random value as 
mentioned above is not part of the URL; or 

• Upload the random value "vQ0MHMfS+/xxxxxxxxxxxxxxxxx=" as a publically viewable DNS 
TXT record and inform us when it is visible. This random value expires in 30 days or 

• We can contact the domain registrants and confirm directly with them that your 
organization can request an SSL certificate for the domains. For this, we can use one of 
the following pre-approved email addresses: admin@domainname, 
administrator@domainname, postmaster@domainname, hostmaster@domainname, or 
webmaster@domainname → Choose the option #2: DNS TXT record 

• Copy the random value for the DNS TXT record out of the Email from www.globalsign.com 
in your Plus Managed DNS www.MyDomainName.com in www.noip.com and click on the 
appropriate link in the Email to verify ownership. 

If everything was done right, you will get an Email which contains your CA SSL certificate. 
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4.5 Additional firewall for enhanced security 
A basic approach to increase security further is the use of advanced routers with state-of-the-
art firewall mechanisms and VPN functionality (e.g. SCALANCE S615). The remote user would 
be obliged to first log-in into the firewall (1st log-in) and temporarily open the firewall for 
SITRANS serve IQ access (2nd log in). After completing the session, the remote user must 
activate the firewall again. 

 
Figure 4-3 SITRANS serve IQ security: with remote access (basic approach) 

This is possible with simple IP addresses or with a registered domain.  
For further information, please consult your IT department and/or Siemens via a support 
request on siemens.com/SIOS/sitransserveiq (https://www.siemens.com/SIOS/sitransserveiq) 
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4.6 Remote assistance 
For increased security and the possibility to receive remote assistance, we recommend the 
installation of a dedicated software like SINEMA Remote Connect. SINEMA RC is a server 
application for establishing secure connections between users, widely distributed plants and 
machines. SINEMA Remote Connect enables management and establishment of tunnel 
connections (VPN). 
https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-
remote-communication/remote-networks/sinema-remote-connect-access-service.html 

 
Figure 4-4 SITRANS serve IQ with remote access and remote assistance 

 
For further information, please consult your IT - department and /or Siemens via a support 
request on siemens.com/SIOS/sitransserveiq (https://www.siemens.com/SIOS/sitransserveiq) 
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4.7 Secure connection to SCADA 
The SCADA system usually is running in the companies’ operational IT network. In general 
and specifically when enabling access to SITRANS serve IQ from the internet, we recommend 
installing 2nd firewall for increased security of the SCADA . 

 
Figure 4-5 SITRANS serve IQ with IEC interface to SCADA 

For further information, please consult your IT - department and /or Siemens via a support 
request on siemens.com/SIOS/sitransserveiq (https://www.siemens.com/SIOS/sitransserveiq) 
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Starting the SITRANS serve IQ application 5 
 

Before starting SITRANS serve IQ, ensure that Docker containers are running. (see also Start 
Docker Application (Page 27)). 

 
The subsequent steps are described as follows:  
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5.1 Starting SITRANS serve IQ 
Click the icon "Start SITRANS serve IQ" on the desktop to start SITRANS serve IQ and required 
components like Keycloak and ALM. 

 
Another window will open, asking you to ensure Docker is up and running, and that "shared 
drives have been set up before continuing" (see also Configuration of Docker (Page 28)). 
If this is ok, press any key to continue.  
The startup of SITRANS serve IQ will take about one minute, during which the window shows 
the software items starting. 
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The startup of SITRANS serve IQ is completed successfully, once the following message is 
being displayed (the actual time in ms might vary though):  
keycloak | 11:16:54,614 INFO [org.jboss.as] (Controller Boot Thread) 
WFLYSRV0025: Keycloak 4.6.0.Final (WildFly Core 6.0.2.Final) started 
in 51563ms - Started 669 of 929 services (649 services are lazy, 
passive or on-demand) 

 

5.2 Warning messages 
When accessing SITRANS serve IQ with the IP address or as a non-registered domain, you 
might receive a warning, that this site is "not secure".  
This follows the standard internet practice: for a domain to be considered safe, it must be 
registered and provide an SSL certificate, which has been issued by a certificate authority 
(CA). When setting up your own IPC and making it accessible to the internet, by default, the 
IP-address will not be registered and hence will be considered ‘unsafe’. 
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By continuing to ‘further information’, you have the possibility to proceed: ‘continue to <IP-
address> (not recommended)’. (Note: some iOS devices might prohibit you from proceeding). 
As you enter the site, you will continue to see also the comment ‘not secure’ in the address 
line of the browser. 

 

5.3 Access to Keycloak as admin 
To start up Keycloak Identity and Access Management (IAM) to create users, type in the web 
browser (use Google Chrome) address box (depending on the previously described sections 
and possible further firewalls): 
• https://rms:8444/auth/admin or 
• https://<IP-address>:8444/auth/admin or 
• https://<your domain>:8444/auth/admin 
The login page appears. 
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 Note 
The Log – in page for Keycloak and for the application SITRANS serve IQ itself is identical. 
Only the port number determines whether you log into keycloak (port: 8444) or SITRANS 
serve IQ (port: 8443) 

 

To Log In, enter the login credentials  
Login: admin  
Password: admin (which is the initial password) / < your updated password >  
and press ‘Log in’. You will be directed to Keycloak application. 
 
The administrator-task in keycloak is exclusively to create users in SITRANS serve IQ. 
It is highly recommended to change the initial password for Keycloak login.  
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To change the password of the Administrator of Keycloak: 
• click Admin on the upper right corner and select Manage account 

 
• under Configure tab on the left panel, click Password. 

 
• Please put the current password in Password box and put the new password to New 

Password and Confirmation boxes. 
• Use secure passwords that include: 

– A maximum of 32 characters 
– A minimum of 8 characters 
– At least one upper case letter 
– At least one number 
– At least one special character 
– Click Save to update the password. 

 

 Note 
If you click on Account by accident when changing password, please leave all fields in 
Account blank. Do not include personal name or email. 
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5.4 Keycloak: user administration for SITRANS serve IQ 

5.4.1 Overview of user roles 
The user accounts for SITRANS serve IQ must be created in Keycloak IAM before a user is able 
to access and operating SITRANS serve IQ.  
Before continuing, please be advised about the three available user roles:  
• administrator in Keycloak (Page 55) 
• administrator of SITRANS serve IQ (Page 60) and 
• operator of SITRANS serve IQ (Page 60) 

 
The administrator in Keycloak can  
• Add/remove administrators and operators of SITRANS serve IQ 
We suggest keeping these administration rights of Keycloak strictly limited.   
The administrator of SITRANS serve IQ can  
• Set up and configure SITRANS serve IQ 
• Add/edit/dis-able and enable/delete any/all devices 
• Add/edit/delete templates. 
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• Add/edit/delete groups 
• Allocate/remove access rights of operators to groups 
• Add/edit/delete and acknowledge alarms 
We suggest keeping these rights limited to responsible key personnel. An administrator in 
SITRANS serve IQ can delete devices, along with their data. Also, sensitive access information 
to e.g. the mailbox is visible to the administrators of SITRANS serve IQ.    
The operator of SITRANS serve IQ can  
• Access only the devices and alarms tabs in the assigned group 
• View devices/groups that are assigned to the operator. 
• View/acknowledge alarms from the assigned devices. 
An operator in SITRANS serve IQ cannot harm or disable SITRANS serve IQ and is hence 
suitable for less trained colleagues. 

 

 Note 
Due to legal constraints of licenses, only employees of the organization that is holding the 
licenses may be granted any access to SITRANS serve IQ. Though technically possible, it 
would be violation of license agreements and must be avoided. 
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5.4.2 Creation of users 
1. Under the Configure tab (left hand side), select Clients and click serveiq. 

 
2. On the serveiq screen, select Settings. 

 Switch the Direct Access Grants Enabled button ON and, click Save 
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3. Under the Manage tab (left hand side), select Users. 

 
4. You can click View all users to show all the users created. 

To create a new user, you need to perform the following steps 
– Add the user (step 5) 
– Define a password (step 6) 
– Define level of user for SITRANS serve IQ (step 7) 
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5. Click Add user (on the right pane) to create new users. Provide the following information: 
– Please put the new username to tab Username 
– Set User Enabled to ON. 
– Required User Actions is optional. If Update Password is selected from the pull-down 

list of Required User Actions, the user is required to enter a new password at the first 
login to SITRANS serve IQ. 

– Click Save. The new username is created, and the menu is switched to the new user 
menu. 

 

  Note 
It is recommended to use impersonal user-names only. Also, do not enter any personal 
information (e.g. names) in order to ensure data privacy.  
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6. To define a password, click to Credentials the new user screen, create the new password and 
re-enter it. 

 
Provide the following information:  
– New Password 
– Password Confirmation 
– Temporary (If the Temporary switch is on, the new password can only be used once 

and the user will be asked to change the password after they have logged in.) 
Click Reset Password and confirm Change password. The new password is created. 

7. A role must be assigned to the new user. In SITRANS serve IQ, there are two roles: 
– administrator of SITRANS serve IQ or 
– operator in SITRANS serve IQ.   

 

  Note 
You must add only one role for each user. Adding multiple roles will cause errors to 
occur. 

The roles are described in section below. 
To specify a role for the new user: 
– On the new user screen, click Role Mappings. 
– From the Client Roles drop-down list, select serveiq. From the Available Roles list, 

select one proper role (ADMIN or OPERATOR) for the user. Click Add selected to 
assign the role to the user. 
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– From the Client Roles drop-down list, select Realm-management. From the available 

roles list, select View-users (applies to both admin and operator roles). Click Add 
selected to assign the role to the user. The View-user role should be assigned to all the 
users created for SITRANS serve IQ. 

 
Repeat this procedure to add more users. 
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After all users have been added, sign out of Keycloak by clicking Sign Out on the top right 
corner.  

 

  Note 
To test, log-in to SITRANS serve IQ with the new user credentials: 
• Start SITRANS serve IQ by typing in the web browser address box: https://rms:8443 or 

https://<IP-adress>:8443 
• Enter the login credentials you created and click Log In.  

If you forgot the password, please reset the credentials in Keycloak as described above. 
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5.4.3 Search users 
To manage a specific user:  
• Click Manage and select Users. 
• Click View all users to list every user in the system. 
or  
In the Search box type in a full or partial user name you want to search for in the user 
database. 
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5.4.4 Delete users 
To delete a user:  
• Click Manage and select Users. 
• From the list of users displayed, select the user you intend to delete. 
• Click Delete. 
• Acknowledge the confirmation message. 
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5.5 Logging into SITRANS serve IQ application 
Before logging into SITRANS serve IQ, you need to start the application (see section 5.1 
(Page 52)). 
To log into SITRANS serve IQ, type in the web browser (Google Chrome) address box 
(depending on the previously described sections): 
• https://rms:8443 or 
• https://<IP-address>:8443 or 
• https://<your domain>:8443 

 
The login page appears. 

 
To log in, enter the login credentials of a user you have created in Keycloak and click Log In.  

 

 Note 
To log into SITRANS serve IQ, ensure that you use the port 8443 (note that the last digit is a 
three). The login itself will be handled in Keycloak, which results in changing port numbers as 
depicted below. 
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Depending on the previously allocated user rights, you either are an operator or an 
administrator in SITRANS serve IQ.  
For guidance on how to use SITRANS serve IQ, please continue with the handbook of SITRANS 
serve IQ https://www.siemens.com/SIOS/sitransserveiq 
(https://www.siemens.com/SIOS/sitransserveiq) 
Before logging into SITRANS serve IQ, you need to start the application (see section 5.1).  
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Configuring connections 6 
 

To configure the connections, you must have the role of administrator in SITRANS serve IQ. 

6.1 Connection to an email account (IMAP) 
The IMAP configuration allows to configure the mailbox to which the measurement data from 
individual devices are sent. 

 

 Note 
The mailbox to collect measurement data must support IMAP protocol. 

 

Perform the following steps to configure IMAP:  
• On the main screen, select the Configuration tab. 
• Click IMAP. 
The IMAP configuration screen appears. 

 
• Specify the following configuration parameters: 

 
Parameter Description 
Host (required) Password (required) Enter the IMAP server address. 
Username (required) Enter the email address to which the measurement data is to 

be sent. 
Password (required) Enter the password of the email account. 
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• Click Save. 
• Click Connect. 
• The Connection status indicates the status of connection with IMAP system. 

– Green: Active connection 
– Red: Inactive connection 

 

 Note 
An email address that is supported and managed by your company is recommended.  
Free email services have been tested with SITRANS serve IQ. There may be other settings in 
the email service required for SITRANS serve IQ.  
For example, some email provider require you to allow : "Let less secure apps access your 
account." Please consult with the email service provider if SITRANS serve IQ is unable to 
connect to account. 

 

6.2 IEC 60870-5-104 configuration 
The IEC 60870-5-104 configuration allows you to connect to a maximum of two redundant 
IEC 60870-5-104 systems. 

 

 Note 
• The IEC 60870-5-104 interface in SITRANS serve IQ is tested with Siemens SIMATIC WinCC. 

The compatibility with other SCADA system remains untested. 
• SITRANS serve IQ will synchronize time with SCADA. The recommended synchronization 

interval is once a day. 
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Settings in SITRANS serve IQ 
Perform the following steps to configure the IEC 60870-5-104 system: 
• On the main screen, select theConfigurationtab. 
• ClickIEC 60870-5-104.The IEC 60870-5-104 configuration screen appears. 

 



 Configuring connections 
 6.2 IEC 60870-5-104 configuration 

SITRANS serve IQ Getting Started 
Getting Started, 10/2021, A5E47612806-AD 73 

• Specify the following configuration parameters: 
 

Parameter Description 
IP address (required) Enter the IP address of the first IEC 60870-5-104 

server. 
IP address 2 Optionally, enter the IP address of the second 

IEC 60870-5-104 server. 
Port (required) Enter the connection port value. The default 

connection port is 2404. 
ASDU address (required) Enter the ASDU address value. 
Interval time (required) Enter the interval time between the data sent to 

IEC 60870-5-104 system. 
Unit (required) Select a unit for the time interval:  

• Second 
• Minute 
• Hour 

Connection establishment (in seconds) (re-
quired) 

Enter the connection establishment time with 
the IEC 60870-5-104 system in seconds. 

Timeout for transmitted APDUs (required) Enter a timeout value for the transmitted 
APDUs. 

Timeout to confirm messages (required) Enter a timeout value to confirm messages. 
Timeout until test telegrams (required) Enter a timeout value untill test telegrams. 
Stop transmission after x unconfirmed APDUs 
(required) 

Enter a value for the number of unconfirmed 
APDUs after which the transmission is stopped. 

Confirm latest after x unconfirmed messages 
(required) 

Enter a value for the number of unconfirmed 
messages 

Endian type (required) Select one of the endian type:  
• Little 
• Big 

• Click Save. 
• The Connection status indicates the status of connection with IEC 60870-5-104 system. 

Green: Active connection  
Red: Inactive connection 

Firewall configuration for communication with IEC 60870-5-104 
To configure firewall for communication with IEC 60870-5-104: 
• Click the Start icon and type Windows Defender firewall with Advanced Security. Click 

Windows Defender firewall with Advanced Security from the results to launch the 
console. 

• Right-click Inbound Rules and select New Rule. 
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• On the New Inbound Rule Wizard screen, perform the following steps: 
– Under Rule Type, select Port and click Next. 
– Under Protocols and Ports, select TCP protocol and Specific local ports and type 

2404 in the input box. Click Next. 
– Under Action, select Allow the Connection and click Next. 
– Under Profile, ensure all the options are selected and click Next. 
– Under Name, in the Name input box enter SCADA and click Finish. 

Right-click Outbound Rules and select New Rule. 
• On the New Outbound Rule Wizard screen, perform the following steps: 

– Under Rule Type, select Port and click Next. 
– Under Protocols and Ports, select TCP protocol and Specific local ports and type 

2404 in the input box. Click Next. 
– Under Action, select Allow the Connection and click Next. 
– Under Profile, ensure all options are selected and click Next. 
– Under Name, in the Name input box enter SCADA and click Finish. 

Close Windows Defender firewall with Advanced Security window. 

  Note 
Please consult your local IT – department on how to configure the firewalls and rules. 
We recommend additional IT Security risk & threat analysis, e.g. in case the Windows 
Defender functionality was taken over by a third party firewall software. 
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Product documentation and support 7 
7.1 Product documentation 

Process instrumentation product documentation is available in the following formats:  
• Certificates (http://www.siemens.com/processinstrumentation/certificates)   
• Downloads (firmware, EDDs, software) 

(http://www.siemens.com/processinstrumentation/downloads)  
• Catalog and catalog sheets (http://www.siemens.com/processinstrumentation/catalogs)  
• Manuals (http://www.siemens.com/processinstrumentation/documentation)  

You have the option to show, open, save, or configure the manual. 
– "Display": Open the manual in HTML5 format 
– "Configure": Register and configure the documentation specific to your plant 
– "Download": Open or save the manual in PDF format 
– "Download as html5, only PC": Open or save the manual in the HTML5 view on your PC 

You can also find manuals with the Mobile app at Industry Online Support 
(https://support.industry.siemens.com/cs/ww/en/sc/2067). Download the app to your mobile 
device and scan the device QR code. 

Product documentation by serial number 
Using the PIA Life Cycle Portal, you can access the serial number-specific product information 
including technical specifications, spare parts, calibration data, or factory certificates. 

Entering a serial number 
1. Open the PIA Life Cycle Portal (https://www.pia-portal.automation.siemens.com). 
2. Select the desired language. 
3. Enter the serial number of your device. The product documentation relevant for your device 

is displayed and can be downloaded. 
To display factory certificates, if available, log in to the PIA Life Cycle Portal using your login 
or register. 

Scanning a QR code 
1. Scan the QR code on your device with a mobile device. 
2. Click "PIA Portal". 
To display factory certificates, if available, log in to the PIA Life Cycle Portal using your login 
or register. 
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7.2 Technical support 

Technical support 
If this documentation does not completely answer your technical questions, you can enter a 
Support Request (http://www.siemens.com/automation/support-request).  
For help creating a support request, view this video here (www.siemens.com/opensr).  
Additional information on our technical support can be found at Technical Support 
(http://www.siemens.com/automation/csi/service).   

Service & support on the Internet  
In addition to our technical support, Siemens offers comprehensive online services at Service 
& Support (http://www.siemens.com/automation/serviceandsupport). 

Contact  
If you have further questions about the device, contact your local Siemens representative at 
Personal Contact (http://www.automation.siemens.com/partner). 
To find the contact for your product, go to "all products and branches" and select "Products & 
Services > Industrial automation > Process instrumentation". 
Contact address for business unit:  
Siemens AG 
Digital Industries 
Process Automation 
Östliche Rheinbrückenstr. 50  
76187 Karlsruhe, Germany 
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Appendix 8 
8.1 Uninstall SITRANS serve IQ 

To remove the software use the Windows Uninstall or change a program feature: 
1. Click Start > Control Panel > Programs > Programs and Features. 
2. Right-click SITRANS serve IQ and select Uninstall to remove all the SITRANS serve IQ 

components. 
 

 Note 
The serve IQ uninstallation doesn't remove Docker and ALM programs. You can uninstall 
them manually. However, other programs requiring Docker or ALM will be affected if Docker 
or ALM is uninstalled. 

 

8.2 List of Abbreviations 
 
Abbreviation/Symbol Description 
ALM Application Lifecycle Management 
APDU Application Protocol Data Unit 
CA Certificate Authority 
CSV Comma Separated Values (pseudo file format used to store tabular data 

in plain text form) 
HDD Hard Disk Drive 
HTTPS Hypertext Transfer Protocol Secure 
IAM Identity and Access Management 
IEC International Electrotechnical Commission 
IMAP Internet Message Access Protocol 
IP Internet Protocol 
MAG Magnetic-inductive flow meters 
RAM Random Access Memory 
RMS Remote Mail Server 
RTU Remote Terminal Units 
SCADA Supervisory Control And Data Acquisition 
SMTP Simple Mail Transfer Protocol 
URL Uniform Resource Locator 
WCM Wireless Communication Module  
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Glossary  
IEC 

The International Electrotechnical Commission is an international standards organization that 
prepares and publishes International Standards for all electrical, electronic and related 
technologies 

IEC 60870-5-104 
IEC 60870 part 5 is one of the IEC 60870 set of standards which define systems used for 
telecontrol (supervisory control and data acquisition) in electrical engineering and power 
system automation applications. Part 5 provides a communication profile for sending basic 
telecontrol messages between two systems, which uses permanent directly connected data 
circuits between the systems.  
IEC 60870-5-104 (IEC 104) protocol is an extension of IEC 101 protocol with the changes in 
transport, network, link & physical layer services to suit the complete network access 

IMAP 
(Internet Message Access Protocol) is a standard email protocol that stores email messages 
on a mail server, but allows the end user to view and manipulate the messages as though 
they were stored locally on the end user's computing device(s). 

Keycloak IAM 
Keycloak is an Open Source Identity and Access Management (IAM) solution for advanced 
applications and services. 

MAG8000 with WCM 
Battery driven flow meter with integral Wireless Communication Module (WCM) 

RTU30xxC 
RTU30xxC series are energy-self-sufficient low-power remote terminal units (RTUs). 

SIMATIC RTU30xxC and sensors 
Remote terminal units (RTUs) and sensors responsible for collection and transmission of level, 
flow rate, filling height, temperature and, pressure without mains power. 
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